FILE SHARING

OVER A“"LOCAL AREA NETWORK"”
IN “WINDOWS..”

by Francis Chao
fchao2@yahoo com

(520)331-5465 d

TUCSON
OCIETY MACINTOSH

USERS GROUP

ONIPUTER

Tu



http://aztcs.org/
http://tmug.com/

Web Location for
Presentations:

http://aztcs.org
Click on "Meeting Notes”


http://aztcs.org/

SUMMARY

For "Windows 7" and "Windows 8", the use of
"homegroups" makes file sharing easy but
there Is a 15 percent reduction in performance.

—or file sharing between "Windows 7" and
earlier versions of "Windows..", you have to
use "classic file sharing"

If you cannot get file sharing started between
two "Windows.." computers or between a
"Windows.." computer and a “Linux” computer,
you can use the IP address of the target
computer to "jump start" the process




BASIC INFORMATION.. (continued)

“WINDOWS XP HOME”

« “Simple File Sharing” only:
cannot designate which username
to share with

» Defaults to workgroup of "MSHOME"
which prevents file sharing with
“Windows Vista” and higher

Usually have to switch workgroup
from "MSHOME" to "WORKGROUP”
4



BASIC INFORMATION.. (continued)
“WINDOWS XP PROFESSIONAL” (AND HIGHER)
« “Simple File Sharing”

See the "Windows XP" section at

http://www.my-guickbooks-expert.com/file-
sharing.html

« “Advanced Sharing”
Can set the username of who you share with

* Defaults to workgroup of "MSHOME" which
orevents file sharing with “Windows Vista®” and
nigher:

Usually have to switch workgroup from
"MSHOME" to "WORKGROUP". 5
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BASIC INFORMATION.. (continued)

“WINDOWS VISTA”

* “Network File and Folder Sharing” = “File Sharing”
See the "Windows Vista" section at

http://www.my-quickbooks-expert.com/file-
sharing.html

« “Advanced Sharing”

See

http://windows.microsoft.com/en-US/windows-
vista/Share-files-and-folders-over-the-network-
from-Windows-Vista-Inside-Out

* Defaults to workgroup of “WORKGROUP”
6
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BASIC INFORMATION.. (continued)

"WINDOWS 7 HOME BASIC" &
"WINDOWS 7 STARTER"

"Network File and Folder Sharing”
= “File Sharing”

 "Homegroups™ Can join an existing
homegroup but cannot create one

» Defaults to workgroup of
“WORKGROUP”



BASIC INFORMATION.. (continued)

“WINDOWS 7 HOME PREMIUM” (AND
HIGHER) AND “WINDOWS 8”

« “Network File and Folder Sharing”
=File Sharing
See

http://www.home-network-help.com/file-
sharing-in-windows-7.html
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BASIC INFORMATION.. (continued)

“WINDOWS 7 HOME PREMIUM” (AND
HIGHER) AND “WINDOWS 8” (continued)

* In"Windows 7 Home Premium” (and
higher) and “Windows 8", you determine
whether a username/password IS
required:

o Go to "Advanced sharing settings” In
the “Network and Sharing Center” in
the “Control Panel.



BASIC INFORMATION.. (continued)
“WINDOWS 7 HOME PREMIUM” (AND

HIGHER) AND “WINDOWS 8” (continued)
o Select “Turn off password protected
sharing to/' let anyone on the local area
Sharing" folder:

. S _ |D |ﬂ
= 4y = Al Control Fandlfitems  Network and Sharing Center = Advanced sharing setings * 5 | Searc.., ¥
=]
When pasgword protected sharng i on, onby people who have a weer account and password on this

CompLIten can aocess shared fles, printers attached to thes compUter, and the Publc folders. To give other

® [ Turm on password protected sharing J
T off password protected sharing
hd|
“r cance |

=




BASIC INFORMATION.. (continued)

“WINDOWS 7 HOME PREMIUM” (AND
HIGHER) AND “WINDOWS 8” (continued)

* Full functionality with “"homegroups”’:
Can join an existing "homegroup”
and can create one.

See

http://sourcedaddy.com/windows-
//advanced-sharing.htm|
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MORE ABOUT “HOMEGROUPS”

* A "homegroup” no longer exists when
all "Windows 7" computers leave the
homegroup.

« By default, you share entire "libraries”
with the "homegroup”.

12



MORE ABOUT “HOMEGROUPS”
(continued)

* "Homegroups” do not show up in the
"Network and Sharing Center" (in
"Windows 7" and "Windows 8").

* "Homegroups" are part of a trend to
virtualize networks using software.

* "You can think of homegroups as
Invisible, stealth networks.

13



“HOMEGROUPS” VERSUS
“CLASSIC FILE SHARING”

“Classic file sharing” uses IPv4.

"Homegroups”™ use IPv6

If you are using a router that iIs more
than 3 years old, it might not support
IPV6

14



“HOMEGROUPS” VERSUS
“CLASSIC FILE SHARING” (continued)

* |In "Windows 7", "classic networking"
(= "classic file sharing") is faster by
about 15 percent relative to
"homegroups”

See
The HomeGroup vs. classic-networking

faceoff
by Fred Langa
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“HOMEGROUPS” VERSUS
“CLASSIC FILE SHARING” (continued)

* When you share a folder with
"classic file sharing"” a higher level of
"Windows..”, sometimes other
computers can access your entire
"Users" folder (=>Ouchl).

16



“HOMEGROUPS” VERSUS
“CLASSIC FILE SHARING” (continued)

See
http://social.answers.microsoft.com/Forum
s/en-US/w/7security/thread/6f912ddb-
139e-445a-89fe-863c6aebb510

and

http://windows7news.com/forum/windows-
/-troubleshooting/windows-7-security-
flaw-or-expected-behaviour-when-
sharing-folders/

17


http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://social.answers.microsoft.com/Forums/en-US/w7security/thread/6f912ddb-139e-445a-89fe-863c6aebb510
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/
http://windows7news.com/forum/windows-7-troubleshooting/windows-7-security-flaw-or-expected-behaviour-when-sharing-folders/

“HOMEGROUPS” VERSUS
“CLASSIC FILE SHARING” (continued)

* A workaround fix can be found at
http://scottiestech.info/2009/09/25/wi
ndows-7-file-sharing-fixing-the-entire-
user-directory-shared-problem/
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“IP ADDRESS TRICK?”
TO MAKE A "WINDOWS.." COMPUTER “SEFE”

ANOTHER COMPUTER
Step 1.

Go to the target computer (the computer
that your "Windows..” computer cannot

see),
and run
ipconfig
from a command prompt.

Write down the IP address of the target
computer. 19



“IP ADDRESS TRICK?” (continued)

Step 2:

Go the "Windows" computer that you
wish to access the file/folder share
from and

start "Windows Explorer".
Step 3.
Click on "Computer"” in the Navigation
pane of "Windows Explorer".

20



“IP ADDRESS TRICK?” (continued)

Step 4:
In the address bar of "Windows
Explorer”, type In
file://<IP address of target computer>
(f as Iin Frank, I as in indio, | as In
Lincoln, e as in Edward, colon, forward

leaning slash, forward leaning slash,IP
address of target computer).

For example, | typed In
file://192.168.117.141 21



“IP ADDRESS TRICK?” (continued)

Step 5:
Press the Enter key of your keyboard.
Step 6:

The shared folders in the target
computer will be displayed:

22



“IP ADDRESS TRICK?” (continued)

3 192.168.117.141

=101 %]

!( )‘é; - Network v 192.168.117.141 ~
4

v | Search 192.168.117.141

J

Organize v  Network and Sharing Center  View remote printers

# Favorkes Shared from Windows %P Home

B Desitop Share
. q
& Downloads
& Recent Places

4 Lbraries

1N Computer

& Network.
' 192.168.117.141
& 92807
& WINTHPIZBIT
N WINGPREBETAG4ST

,! | 1item
3 . }

&~ 19




“IP ADDRESS TRICK?” (continued)

Step 7

Double-click on any shared folders that
you wish to access.

24



APPENDIX 1
"WINDOWS 7" SOMETIMES ATTEMPTS
TO TRICK YOU INTO CREATING A
“HOMEGROUP”

When you connect to a new WIFI
network or a wired Ethernet network,
"Windows 7" sometimes attempts to
trick you into starting a “HomeGroup”,
even when you do not need or want

one.
25



APPENDIX 1 (continued)

<. Set Network Location

O Jf. Set Network Location

Select a location for the ‘Network 5' network

This computer is connected to a network, Windows will automatically apply the correct
network settings based on the network's location.

Home network
[& = If all the computers on this network are at your home, and you recognize them, this is a
L\l j} trusted home network. Don't choose this for public places such as coffee shops or
~ 7 airports,

. Work network
l.i; -4 I all the computers on this network are at your workplace, and you recognize them, this
%y is a trusted work network, Don't choose this for public places such as coffee shops or
airports.

Public network

If you don't recognize all the computers on the network (for example, you're in a coffee
" shop or airport, or you have mobile broadband), this is a public network and is not
trusted,

[~ Treat all future networks thatI connect to as public, and don't ask me again.
Help me choose




APPENDIX 1 (continued)

<, Set Network Location

O % Set Network Location

Select a location for the "Network 5" network

This computer is connected ta a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
= If all the computers on this network are at your home, and vou recognize them, this is a
i W trusted home network. Don't choose this For public places such as coffee shops or
airports.

Connecting to your network and applying settings...

I™ Treatall future networks thet [ connect to a5 public, and don't ask me again;

Help me choose




APPENDIX 1 (continued)

+*, Set Network Location
| J &'i SetNetwork Location

The network location is now Home

Metwork name: Network 5
Location type: Home

On Home networks, you can see other computers and
devices on the network, your computer is discoverable,
and you can create or join a homegroup.

Wiew ar change settings in Netwark and Sharing Center




APPENDIX 1 (continued)
"WINDOWS 7" SOMETIMES ATTEMPTS
TO TRICK YOU INTO CREATING A
“HOMEGROUP”

At this point, click on “Cancel”:

You will cancel the creation of a
"homegroup”.

You are not cancelling the creation of
a network connection:

29



APPENDIX 1 (continued)

+*, Create a Homegroup

( > ) .t Create a Homegroup

Share with other home computers running Windows 7

Your computer can share files and printers with other computers running Windows 7, and you can
stream media to devices using a homegroup. The homegroup is protected with a password, and
you'll ahways be able to choose what you share with the group.

Tell me more homegroups

Select what you want to share:

[V Pictures I~ Documents
Vv Music [v Printers

v Videos




APPENDIX 1 (continued)

If you have IPv6 turned off for the upstream network
adapter of your computer, you will never make a
homegroup by mistake:

n share files and printers with other computers running Windows 7, and you can
levices usina a homearoun. The homearoup is brotected with a password. and
«[2 1 HomeGroup . ll

ut ho
% Your network connection must have IPv6 enabled to create or join
' ahomegroup. To enable IPv6, start the HomeGroup
—  troubleshooter.

| OK I

v




APPENDIX 2 :

USING A “"LINUX" COMPUTER TO ACCESS
FILES/FOLDERS THAT ARE SHARED FROM A
"WINDOWS.." COMPUTER (BY MEANS OF
"CLASSIC FILE SHARING")

You cannot access a "homegroup”
from a “Linux” computer but you can
usually access a folder that is shared
by “Windows” by means of “classic file
sharing’.

32



APPENDIX 2 (continued):
USING A “LINUX COMPUTER TO ACCESS
SHARED FILES/FOLDERS"

Step 1.

Go to the “Windows” computer where
the files or folders are being shared
from.

Step 2:
Open a terminal window:

33



APPENDIX 2 (continued):
USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS

Step 3:

Type
Ipconfig /all
and press the Enter key.

34



APPENDIX 2 (continued):
USING A “LINUX” COMPUTER TO ACCESS
SHARED FILES/FOLDERS"

Cr\windows'system32'.cmd.exe

C:\Users\testuser>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IPuY4 Address : 10.0.0.43
Subnet Mask : 255.255.255.0
Default Gateway

Ethernet adapter UirtualBox Host-Only Network:

Connection-specific DNS Suffix . :

Link-local IPu6 Address : fe80::140e:aabd:cc39: Tcfc%100
IPv4 Address : 192.168.56.1

Subnet Mask : 255.255.255.0

Default Gateway :

Ethernet adapter UMware Network Adapter UMnetl:

Connection-specific DNS Suffix . :
Link-local IPv6 Address : fe80::14c5:58ab:67ca: T4e3%4101




APPENDIX 2 (continued):
USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS

Step 4:

Locate the IP address of the real
network adapter and write it down.

In our example, the IP address is
10.0.0.43
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APPENDIX 2 (continued):
USING A “LINUX” COMPUTER TO ACCESS
SHARED FILES/FOLDERS"
Step 5:

Go to the Linux computer and open any
“Nautilus™ file management Window
(such as "Home” or “Network”)
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Home Folder 1ty €) 7:47AM R testuser %

Devices Q, search

. Floppy Drive

= 0 i
-
i Desktop
I Documents L "6
s GR A
M EDaEacs Pictures Public Shared via SAMBA Templates
il Music from Ubuntu 11.10

@ Pictures

i@ videos E a

Documents Downloads

~_ File System Examples
& Trash

Network

[i=l Browse Net...
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USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS"

Step 6:

Hover the mouse cursor over the top of
the desktop and click on “Go”.
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USING A “LINUX" COMPUTER TO ACCESS SHARED FILES/FOLDERS

Home F File Edit View Go Bookmarks Help

Open Parent

P® Home

1 computer

B Templates

® Trash

& Network Downloads
Location...

Search for Files... » g

ii Downloads Pictures Shared via SAMBA

& Music from Ubuntu 11.10
[m] Pictures

@ videos j J

— File System Videos Examples

o Trash

Network

=l Browse Net...
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USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS

Step 7:

Click on “Location” on the drop down
menu:
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USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS"

Step 8:
In the address box of the Nautilus window,
type In
smb://<ip address of destination>
and then press the enter key of the keyboard.
In our example, we typed in
smb://10.0.0.43

and then we pressed the enter key:
42



APPENDIX 2 (continued):

Devices TRl smb://10.0.0.43] > K3 Q, search

__ Floppy Drive

E9Z80T UBUNTU11 windows Metwork

@ Home

& Desktop
I[@ Documents
i Downloads
il Music

[m Pictures

I videos

Z_ File System

2 Trash

Network

5 Browse Net...
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Step 9:

All of the shared folders on the target
computer will be displayed:
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Windows shares on 10.0.0.43

Devices

Computer

= Home

& Desktop
if] Documents
[ Downloads
[ Music

(= Pictures

IH videos

Z_ File System

= Trash

Metwork

= Browse Net...

. Floppy Drive

m

p
=)
=
=
4%

@

-
L%

fﬂ

Shared Manually
from e9280t

= windows shares on 10.0.0.43

8 -E

prints

Shared via
Advanced Sharing
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Users

8 o]
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APPENDIX 2 (continued):
USING A “LINUX" COMPUTER TO ACCESS
SHARED FILES/FOLDERS

Note that in “Ubuntu” Linux the remote
files and folders that are shared by a
“Windows..” computer via

“Samba’("SMB”) are called “Windows
shares”.
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= Windows shares on 10.0.0.43

Shared Manually Shared via Users
from e9280t Advanced Sharing
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APPENDIX 2 (continued):
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Do not modify any of the shared folders
that have a name that ends in $ since
these folders belong to the "Windows”
operating system.

If you double-click on a shared folder, you
will see it's contents:
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shared manually from 9280t on 10.0.0.43

Devices & shared manually from 9280t on 10.0.0.43 Q search

— Floppy Drive

Computer & i L i m
i Home CrystalDiskMark Was on Desktop of Adobe Reader EasyBCD 2.1.exe
K& Desktop VGN-NS230E Settings for

7 Documents Presentations.doc
'}

&4 Downloads <’>
i Music

@ Pictures en_office_ fcremovelog.bxt FortiClientSetup_4.  FortiClientSetup_4.

S standard_2010_ 2.3.0271.exe 2.3.0271_x64.exe

[H videos x64_515548.exe

~ File System . = —1

& Trash @ & &y
Network OCR Terminal.url sample.doc windowsDeveloper  WindowsDeveloper

. Preview-32bit- Preview-64bit-
English.iso English.iso

|z Browse Net... EJ ‘

Windows_ X17-22376.exe
Developer_Preview-
Windows8_guide.
pdf




