
 
EXAMPLE OF A 

VIRUS & MALWARE CLEANUP 
FOR A "WINDOWS" COMPUTER 

 

SUMMARY: 
Here is an example of the successful use of our malware 
cleanup procedure on December 3, 2011. 
 
 

MALWARE INFECTION 
 
A computer user running "Windows XP" with "Service Pack 3", 
inadvertently downloaded a malicious file attachment in a bogus 
e-mail message. The malicious file attachment infected her 
computer with a cocktail of malware. Within minutes, the 
malware had opened approximately 70 windows of malicious 
adware. Each window claimed that the computer had contracted 
various items of malware. The computer user was no longer able 
to use her computer for any function including Internet access. 
 
 
 
 
 
 
 
 
 



 
 
The bogus e-mail message looked like this: 
 

  
 
 
 
 
 
 



 
 
MALWARE CLEANUP 
 
We meticulously followed Harry Elver's cleanup procedure that is 
described at 
http://aztcs.org/meeting_notes/winhardsig/malwarecleanup/malw
arecleanup.htm 
and the computer was returned to full functionality. 
 
 
 
 
 

MALWARE CLEANUP POSTMORTEM 
 
Here are some screenshots that we made while cleaning up the 
computer: 
 
 

http://aztcs.org/meeting_notes/winhardsig/malwarecleanup/malwarecleanup.htm
http://aztcs.org/meeting_notes/winhardsig/malwarecleanup/malwarecleanup.htm
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"SuperAntiSpyware" found and removed 17 items of malware that "Microsoft 
Security Essentials" and "MalwareBytes" were unable to detect. 
 

 
 

 

 

 

 
 
 
 
 
 
 
 



 
"ComboFix" removed "W32.IRCBot" which "Microsoft Security 
Essentials", "MalwareBytes", and "SuperAntiSpyware" were all 
unable to detect. 
 
 
############################################# 
An excerpt from the ComboFix.txt report: 
 
 
ComboFix 11-12-03.01 - Owner 12/03/2011  11:18:09.1.1 - x86 
Microsoft Windows XP Home Edition  
5.1.2600.3.1252.1.1033.18.1270.771 [GMT -7:00] 
Running from: D:\ComboFix.exe 
AV: Microsoft Security Essentials *Disabled/Updated* 
{BCF43643-A118-4432-AEDE-D861FCBCFCDF} 
AV: Microsoft Security Essentials *Enabled/Updated* 
{EDB4FA23-53B8-4AFA-8C5D-99752CCA7095} 
 
 
(((((((((((((((((((((((((((((((((((((((   Other Deletions   
))))))))))))))))))))))))))))))))))))))))))))))))) 
 
 
C:\Documents and Settings\All Users\Application Data\TEMP 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other products\1-
2-3 Spyware Free.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other 
products\Customize Start Menu.lnk 



C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other 
products\Document Trace Remover.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other products\My 
Privacy.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other 
products\Safe Surfer.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Check other 
products\Smart PC.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Smart Flash Recovery 
Help.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Smart Flash Recovery 
HomePage.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Smart Flash Recovery 
ReadMe.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Smart Flash 
Recovery.lnk 
C:\Documents and Settings\All Users\Start 
Menu\Programs\Smart Flash Recovery\Uninstall Smart Flash 
Recovery.lnk 
C:\Documents and Settings\Owner\WINDOWS 
C:\Program Files\Smart Flash Recovery 
C:\Program Files\Smart Flash Recovery\1-2-3 Spyware Free.url 
C:\Program Files\Smart Flash Recovery\Customize Start 
Menu.url 



C:\Program Files\Smart Flash Recovery\Document Trace 
Remover.url 
C:\Program Files\Smart Flash Recovery\history.txt 
C:\Program Files\Smart Flash Recovery\homepage.url 
C:\Program Files\Smart Flash Recovery\license.txt 
C:\Program Files\Smart Flash Recovery\My Privacy.url 
C:\Program Files\Smart Flash Recovery\readme.txt 
C:\Program Files\Smart Flash Recovery\Safe Surfer.url 
C:\Program Files\Smart Flash Recovery\Smart PC.url 
C:\Program Files\Smart Flash 
Recovery\SmartFlashRecovery.cnt 
C:\Program Files\Smart Flash 
Recovery\SmartFlashRecovery.exe 
C:\Program Files\Smart Flash 
Recovery\SmartFlashRecovery.hlp 
C:\Program Files\Smart Flash Recovery\SmartPC.ico 
C:\Program Files\Smart Flash Recovery\unins000.dat 
C:\Program Files\Smart Flash Recovery\unins000.exe 
C:\Thumbs.db 
C:\WINDOWS\system32\MrvGINA.dll 
C:\WINDOWS\system32\rnaph.dll 
C:\WINDOWS\system32\usmt\migwiz_a.exe 
 
############################################# 
 
"W32.IRCBot" is described at 
http://www.threatexpert.com/report.aspx?md5=b086087633ad99
bb1fbbf8f856d679fe 

http://www.threatexpert.com/report.aspx?md5=b086087633ad99bb1fbbf8f856d679fe
http://www.threatexpert.com/report.aspx?md5=b086087633ad99bb1fbbf8f856d679fe

